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ABSTRACT

Successful malware campaigns rely on Command-and-Control (C2)
infrastructure, enabling attackers to extract sensitive data and
give instructions to bots. As a resilient mechanism to obtain C2
endpoints, attackers can employ Domain Generation Algorithms
(DGAs), which automatically generate C2 domains instead of rely-
ing on static ones. Thus, researchers have proposed network-level
detection approaches that reveal DGA usage by differentiating be-
tween non-DGA and generated domains. Recent approaches train
machine learning (ML) models to recognize DGA domains using
pattern recognition at the domain’s character level.

In this paper, we review network-level DGA detection from a
meta-perspective. In particular, we survey 38 DGA detection papers
in light of nine popular assumptions that are critical for the ap-
proaches to be practical. The assumptions range from foundational
ones to assumptions about experiments and deployment of the de-
tection systems. We then revisit if these assumptions hold, showing
that most DGA detection approaches operate on a fragile basis. To
prevent these issues in the future, we describe the technical security
concepts underlying each assumption and indicate best practices
for obtaining more reliable results.

CCS CONCEPTS

« Computing methodologies — Machine learning; - Security
and privacy — Intrusion detection systems; « General and
reference — Surveys and overviews; « Networks — Firewalls.
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1 INTRODUCTION

Malware must inevitably reach out to its command & control (C2)
infrastructure to receive instructions or leak sensitive data. To this
end, malware—-except a few peer-to-peer botnets [81]-usually relies
on centralized C2 servers. In the simplest case, malware can hard-
code the C2’s address (e.g., a domain or IP address). To avoid this
single point of failure, various malware families leverage Domain
Generation Algorithms (DGAs) [9, 74]. Instead of using static C2
addresses, DGAs algorithmically generate the addresses, option-
ally based on an agreed-upon seed (e.g., the current day). DGA-
empowered malware can then use the Domain Name System (DNS)
to dynamically resolve a C2 server’s IP address at runtime.

Consequently, for over a decade, we have observed a constant
stream of academic proposals—54 peer-reviewed papers by now,
to the best of our knowledge—to detect the presence of such au-
tomatically generated domains (AGDs) in DNS traffic. Indeed, C2
communication is a potent angle from which to detect malware
activity at the network level. The early works focused on a context-
aware detection strategy, with 16 papers tackling the problem by
buffering various indicators per user and modeling them using
clustering techniques. However, since 2016, the focus has shifted
to contextless detection, with 38 out of 54 papers aiming to detect
DGAs by inspecting character patterns of the queried domains. The
continuous academic interest in such contextless DGA detection is
likely spurred by the availability of labeled datasets, which ease the
application of modern machine learning (ML) models. Not surpris-
ingly, contextless DGA detection papers report staggering accuracy
and thus allegedly promising network-based botnet detectors.

But are these contextless DGA detection approaches indeed help-
ful for detecting botnets? We find that research mainly reduces the
problem of DGA-based botnet detection to a machine-learning task
in a static setting. By doing so, research often overlooks both prac-
tical aspects that hinder wider success in practice, and the fact that
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we enter an arms race with an unclear outcome. As promising as it
sounds, the problem of botnet detection goes much beyond just be-
ing able to distinguish between human- and algorithmically-created
domain names. By neglecting the technical inner workings of bot-
nets or caveats of deployed ML models, such as (simple) evasion
strategies, we widen the already-existing gap between the academic
literature and what is useful in practice even more.

In this paper, we, therefore, review network-level DGA detection
from a meta-perspective. In particular, we survey all 38 context-
less DGA detection papers in light of nine popular assumptions
that are required for the approaches to be practical. The assump-
tions range from foundational ones (e.g., AGDs are distinctive from
human-generated domains, AGDs stem from bots, and any malware
using a DGA would indeed activate the DGA) to assumptions about
experiments (e.g., clean training data sets) and deployment of the
detection systems (e.g., inference speed, ability to generalize). We
then revisit if these assumptions hold, showing that most DGA
detection approaches operate on a shockingly fragile basis.

The highlights of our analyses underline that botnet detection
requires both ML expertise and domain expert knowledge. Unfortu-
nately, we find that most papers do not sufficiently emphasize one
of these two dimensions. For example, 22 papers implicitly assume
that generically distinguishing AGDs from human-registered (non-
DGA) domains is sufficient to detect malicious DGAs, completely
ignoring several use cases of benign-origin AGDs that would trigger
false positives. More fundamentally, all 38 papers operate assuming
they can identify AGDs, but 36 papers did not test their approach
against evasive, more difficult DGAs. Likewise, to our knowledge,
none of the papers discusses DGAs being used as backup C2 mecha-
nism only, which tacitly assumes that the sheer presence of a DGA
in malware is sufficient for detection—ignoring that 1/3 of the bot-
nets would activate their DGA only if the botnet’s C2 infrastructure
is unreachable.

These problematic trends show an apparent disconnect between
academic proposals and practical needs for botnet detection. For
this reason, we provide concrete guidelines that researchers can
leverage to design and present future detection approaches. This
is an attempt to improve the quality of academic AGD detection
research by highlighting subtle pitfalls that can harm the field’s
progress. This meta-analysis and the resulting constructive sug-
gestions for future work were inspired by prior meta-studies such
as [11, 82]—this time, providing insights for DGA detection.

We summarize our contributions as follows:

e We formalize nine popular assumptions about DGA detection,
grouped by their point of presence: (a) how the research is mo-
tivated (foundational assumptions), (b) how the research is pre-
sented (experimental assumptions), and (c) how the research is
intended to be used in practice (deployment assumptions).

e We discuss the implications of the assumptions and emphasize
some pitfalls that can inhibit the impact of the DGA detectors.

e We empirically investigate the claims’ downsides and highlight
the consequences of ignoring them.

e For each assumption and its limitations, we compile a set of
recommendations and best practices, hopefully improving the
quality of future research.
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2 BACKGROUND
2.1 Domain Generation Algorithms

Domain Generation Algorithms (DGAs) are pseudo-random algo-
rithms that aim to create unseen domain names (AGDs) and are
frequently used for malicious purposes.

A fundamental part of most botnets is identifying and contacting
their command-and-control (C2) server. The C2 server can further
instruct the botnet on initiating various attacks, such as large-scale
Distributed Denial of Service (DDoS) attacks [49], spamming at-
tacks [57], or different kinds of online frauds [69, 101]. The most
straightforward approach to contact the C2 server is to hardcode
the attacker-controlled domains or IP addresses into the malware
binary. However, this approach can be easily susceptible to take-
downs due to a single point of failure. To counter this, many botnets
thus leverage DGAs that create new domain names for C2 servers
based on a random seed (derived from timestamps, Twitter feeds,
Google Trends, etc.). The botnet owner, aware of the DGA and
the random seed, registers one (or multiple) domains and points
them to the actual C2 server. This additional level of indirection
by leveraging standard DNS name resolution eliminates the single
points of failure, making the actual C2 communication harder to
identify and block.

Over time, researchers and malicious actors investigated different
strategies for generating AGDs, which vary significantly in terms of
ease of detection. Plohmann et al. [74] introduced the DGArchive,
a collection of AGDs, with 92 botnet families available at the time
of writing. They also pointed out that the pseudo-random domain
generators can be grouped as follows:

o Arithmetic DGA (74/92 families). The domain names are gener-
ated using simple arithmetic operations derived from a random
seed (usually a timestamp).

Hash DGA (11/92 families). The generative process can include
any seeded random generator, finalized by applying a hashing
function on top of it, such as MD5, SHA-1, etc.
Wordlist/Dictionary/Stealthy DGA (4/92 families). A trickier gen-
erative method combines common words, phrases, or dictionary
entries. The difficulty comes from the hardness of finding a deci-
sion boundary between the non-DGA and wordlist DGA samples.
Permutation DGA (1/92 families). Another difficult-to-detect
DGA category is based on the permutation of a few seed
domains.

Adversarial/Evasive DGA (2/92 families). This generative process
assumes knowledge of the non-DGA samples, decision models, or
past families used in the detector and tries to exploit the decision
boundary with hard-to-detect samples. On top of the DGArchive
families, 9 papers on domain generation provide other sources
of adversarial families.

Table 1 contains sample 2LDs from each DGA category, i.e. the
domain without the subdomain and the TLD.

2.2 Academic DGA research

In this section, we review the DGA research from several points of
view: detection (Section 2.2.1), generation (Section 2.2.2), and other
surveys (Section 2.2.3) that we deem slightly related to ours.
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Category Example 2LDs
Arithmetic DGA hngajjkuknzwdligf;
ciobanarianaqh
2e468aef1f98372b8009d0196ef1d951
HashDGA 41 7bobefas367beb24b3270232¢67e5
Wordlist DGA . allowallowchent.
windcalendarcommittee
Permutation DGA gertadobeflashplaye
ntexplotreredo
Adversarial DGA wegannas
pongsgite

Table 1: Examples of 2LDs from each DGA category.

2.2.1 AGD Detection. A significant effort has been invested in
DGA detection techniques, resulting (to our knowledge) in 54 peer-
reviewed papers. Based on the type of input information, we group
the solutions into (1) contextless and (2) context-aware detection.

Contextless Detection. The main focus of our study is contextless
detection research. In this approach, the detection system operates
only on the domain name, with no user-correlated information or
past activity. Some systems might include additional information,
such as the DNS response or WHOIS information—still remaining
contextless as the detection does not spawn multiple DNS transac-
tions. Contextless detection is considered more scalable and faster
than context-aware techniques, more privacy-friendly, and thus can
be better suited for firewalls running at the ISP level. At the same
time, the character-level analysis opened the door for many novel
machine-learning techniques. Since 2016, due to these incentives,
this is the most active research area in DGA detection, with 38
publications.

Table 2 summarizes these works grouped by their underlying
technique to model domain names, i.e., Random forests, Ensem-
bles, Multilayer perceptron variants, Recurrent neural networks,
Convolutional networks, pattern matching or Residual neural net-
works. Depending on the modeling solution, the input features
might require processing. Common approaches for creating the
feature space are extracting statistical features of the domains
[4, 16, 59, 66, 70, 79, 86, 93, 95, 108] and creating text embeddings
from the domains [27, 30-35, 48, 48, 65, 72, 92-94, 97, 102, 105, 107,
109, 110, 115].

Context-aware Detection. Early works on DGA detection focused
on context-aware methods, which buffer multiple indicators of com-
promise per device/user over time and model them using clustering
algorithms. As no prior knowledge of particular DGAs is required,
these methods allow for the detection of known DGAs or the dis-
covery of unknown DGAs. Previous work [3, 9, 17, 18, 40, 42, 56, 83—
85, 89, 103, 106, 112, 116] provided context-aware detection solu-
tions, assuming it was possible to create a buffer of domains per
client and to run clustering or anomaly detection algorithms on
that buffer. This approach can be better suited for firewalls in local
networks, as it is hard to scale to larger networks and might be
privacy-invasive. This category has not received much research
attention since 2016, so it is outside the scope of our analysis.
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2.2.2  Domain Generation. Generative methods attempt to create
stealthy AGDs that evade classifiers. They build on the wealth of
prior knowledge about botnets, collected in DGArchive [74], the
Open-Source Intelligence (OSINT) DGA feed from Bambenek Con-
sulting, and AmritaDGA [100]. The generative models use recurrent
neural networks [50], Generative Adversarial Networks [7, 111],
or character manipulations from a baseline dataset [39, 63, 71, 91].
We replicated these methods and included them as baselines in our
benchmarks.

2.2.3 DGA Surveys. Plohmann et al. [75] provided one of the ear-
liest in-depth analyses of the DGA ecosystem, facilitating several
works with the DGArchive dataset. Since then, other works have
reflected on the state of the field [5, 14, 58, 77, 113]. However, these
works focus on the broader landscape of DNS attacks. To our knowl-
edge, we are the first to specifically focus on DGA detection prac-
tices and to provide guidelines for potential future directions.

3 POPULAR ASSUMPTIONS IN CHARACTER-
LEVEL DGA DETECTION

Seeing the ever-increasing literature on DGA detection on the one
hand but little practical deployment on the other, we take a step
back. In this section, we revisit and challenge nine popular assump-
tions made by state-of-the-art approaches. To this end, we review

38 papers, representing all peer-reviewed articles we know on this

subject. We then reflect on these papers’ assumptions about DGA de-

tection’s limitations and implications, the underlying experiments,
and deployment requirements.

This analysis was inspired by Arp et al. [11], who surveyed typi-
cal pitfalls when applying machine learning techniques to security
problems. Similar pitfalls exist when researchers study DGA de-
tection approaches, but they are not limited to ML idiosyncrasies.
Instead, our analysis is more specific to DGA detection and, hence,
orthogonal to existing guidelines such as by Arp et al. [11] or re-
search on how to design malware experiments by [82].

In particular, we observe nine popular assumptions specific to

DGA contextless detection papers. We group these assumptions
into three categories:
o Foundational Assumptions (Section 3.2). First, we discuss perennial
motivations in the problem statements, which act as pillars in
designing the detection solution. To that end, we study the useful-
ness of non-existing domains in DGA detection, the preference
of DGAs over hard-coded domains in botnets, and the difficulty
of separating non-DGA samples from generated domains.

Experimental Assumptions (Section 3.3). The design of the experi-

ment directly impacts the results and conclusions, i.e., a biased

approach can lead to inaccurate results. Therefore, we discuss
potential pitfalls related to the training set quality, the sample
sizes, and the improvements in the benchmark reports.

e Deployment Assumptions (Section 3.4). DGA detection papers
aim for practical use cases. We thus also discuss some subtleties
that might prevent these solutions from being deployed in real-
world networks. This entails their runtime performance and their
promise regarding generalizability.

We study the prevalence of these assumptions in scientific works

to better understand their validity. To this end, we study how many
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Detection Arch. Papers Classification Type Input Type
Random Forests [4, 12, 61, 66, 70, 86, 93, 95] binary
Ensembles [108] binary
MLP [16, 59, 61, 79] binary FODN
LSTM/RNN/GRU  [12, 27, 48, 65, 80, 88, 90, 92-94, 97, 102, 104, 105, 107, 109, 110] binary & multiclass
CNN [15, 48, 104, 109, 110, 114, 115] binary & multiclass
Pattern Matching (6, 36, 37] multiclass
ResNet [30, 32-35] multiclass FQDN, e2LD

Table 2: High-level overview of the contextless character-level DGA detection papers.

papers (i) state the assumption explicitly/implicitly, (i) do not dis-
cuss it, or (iii) do not base their methodology on the assumption.
For each assumption, we count the papers in these three categories
using the following coloring scheme for illustration:

Not assumed

Assumed Omitted Discussion

After showing the prevalence of each assumption, we will also
study the conditions under which each assumption holds. As part of
this, we rely on mechanisms and datasets typically used by the DGA
papers under study. Therefore, the following subsection introduces
an experimental setup that we will leverage in subsequent evalu-
ations when revisiting the assumptions empirically. We will then
return to the concrete assumptions in the subsequent subsections.

Appendix A includes the detailed survey methodology and the
labeling criteria for each assumption.

3.1 Empirical Setup

Datasets. First, we introduce a labeled dataset that is represen-
tative of the surveyed DGA detection papers. For the non-DGA
domains, we use Tranco [76], a research-oriented and curated list
of popular domains. We survey alternative datasets in Appendix E,
showing that Tranco is statistically similar to other non-DGA sam-
ple lists (e.g., Alexa’s top domain list). For the malicious domains,
we included all botnet families from DGArchive. In addition, we
added a set of academic and synthetic AGD generators, including
adversarial generators ([7, 71, 91, 111]), dictionary/stealthy DGAs
([39]), and simple mutation/permutation DGAs. By including DGAs
from all known categories, we can objectively evaluate the detection
models and understand the corresponding challenges.

The datasets we evaluate comprise domain names represented
as strings. Following recent works [33], we extract the effective
second-level domain (e2LD) token of the domains, ignoring the TLD
and the subdomain (unless it is a subdomain of a dynamic DNS
service). For most DGA families, extracting the 2LD is enough—e.g.,
‘morningignore.com’ from Matsnu. However, families like Bobax,
Corebot, Necro, and Symmi rely on Dynamic DNS services. For
example, Bobax generates domains like "sjxhzwvtj.dyndns.org".
This behavior motivates the concept of e2LD instead of 2LD.

Classification Models. We then replicate 13 popular classification
models from DGA detection papers. This includes models that work
on tabular statistical features: logistic regression [26], SVM [25],
k-nearest neighbors [73], decision trees [20], random forests [19],
XGBoost [22]. In addition, to capture deep learning approaches, we
replicate classifiers based on plain MLP [46], RNN/GRU/LSTM [41],
CNN [62], Transformer [99] and ResNet [47]. We released these
implementations as open-source to foster follow-up, detailed in

Appendix B. Appendix D explains how we represent the datasets
for these models.

Benchmarks. We evaluate each model using 5-fold cross-
validation. For each benchmark, we focus on binary classification
(DGA-vs-non-DGA, one DGA-vs.-another, etc.). We denote true
positive as TP, false positive as FP, true negative as TN, and false
negative as FN. Similar to other studies (cf. Appendix C), we use
Precision to measure the model’s capability to make correct positive
predictions (TP/(TP+FP)), Recall to calculate the ratio of positive
instances (TP/(TP+FN)), and the F1-score, which combines the
two as follows F1 = %m. An F1 score of 1 indicates
perfect detection, while a score of 0.5 indicates that the model’s
performance is close to random choice. We also include the
Matthews correlation coefficient (MCC), a more robust evaluation
metric for imbalanced datasets [23]. The MCC score is a statistical
rate that produces a high score only if the prediction obtained
good results in all of the four confusion matrix categories (TP, FN,
TN, FP), proportionally both to the size of positive elements and
the size of negative elements in the dataset. The general formula

is MCC = TPXTN—FPXFN . The MCC value
\/(TP+FP)(TP+FN) (TN+FP) (TN+FN)

ranges from -1 to 1. -1 means inverse, 0 random prediction, and 1
perfect prediction, respectively.

3.2 Foundational assumptions

This section reviews some recurrent arguments used as building
blocks in DGA research. These arguments are not necessarily used
in developing the method or the experiments but as a pillar for
conducting the investigation. These assumptions are commonly
found in the introductory sections of the papers and include the
difficulty of separating non-DGA samples from AGDs (A1), the
risks of hiding multiple DGAs under a single detection label (A2),
preconceptions about botnet behaviors (A3) and the NXDOMAINs’
utility (A4).

A1: AGDs’ structural patterns differ from non-DGA sam-
ples, regardless of the generator family.

100% papers

Description. Settled on the contextless detection perspective, the
question is whether a decision model could discriminate AGDs
from non-DGA samples. While a fundamental question, the answer
is not always clarified in related work. Every family has a different
complexity (unless they share the same domain generator), and
visual and statistical aids can help the readers to understand the
task’s difficulty. Some DGA families, like Hash or Arithmetic DGAs,
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Figure 1: -SNE plots comparing the distributions of Tranco (non-DGA, blue) vs some DGA families (red), grouped by their category.
Each point represents a domain name projected in the 2D space. The plots highlight how various DGA distributions are
represented compared to non-DGA datasets. On the left (Arithmetic, Hash DGA categories), we can observe visibly distinct
distributions with different patterns and locations, making discriminating against non-DGA samples easier. Other examples
(from Dictionary and Adversarial DGAs) are clustered close to non-DGA samples, making them more challenging to detect.
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Figure 2: The Chi-squared test between the non-DGA dataset (Tranco) and the DGA families. Left: The Chi-squared statistic
of DGA families reported against the Tranco Dataset. Right: The presence of the DGA in the papers’ experimental section,

grouped by the Chi-squared metric.

might employ simple patterns that are detectable with a simple
model, while difficult classes, such as Dictionary or Adversarial
DGAs, might need a different, more advanced detection model.

Understanding the difficulty of DGAs using t-SNE plots. Before eval-
uating the detection models, we take a step back and try to un-
derstand the non-DGA and DGA datasets visually and statistically.
Figure 1 illustrates the t-SNE plots of a few DGA families (in red),
grouped by category when compared to the non-DGA dataset
(Tranco, in blue). t-SNE plots are a common technique for rep-
resenting high-dimensional data in the 2D space [98]. In such a
plot, each point represents a domain from each dataset, projected in
the 2D space. A clear red pattern, distant from the blue points - as
we can see in the examples from the Arithmetic and Hash families -
can be trivially picked up by models. However, this does not apply
to all AGD families. We can visualize some difficult examples on
the right - in the Dictionary and Adversarial examples. The red and
blue dots are extremely close (but not overlapping, as the points
are distinct), meaning separating those AGDs from non-DGA ex-
amples is challenging. This shows that different DGA families pose
challenges and should be analyzed in depth.

Understanding the difficulty of DGAs using statistical tests. For the
statistical insights, we evaluate the Chi-squared test, which mea-
sures how similar two distributions are. The test can be performed
on datasets using the following steps: (1) group the values of the
distributions into bins; (2) count the observations included in each
bin; (3) compute the expected frequencies using one of the distribu-
tions; (4) compute the chi-squared statistic using y? = 3. %,
where O are the observed frequencies, and E are the expected fre-
quencies. Intuitively, the metric is 0 for unrelated distributions and
1 for identical distributions.

Figure 2 depicts the Chi-squared test between the DGA and the
non-DGA datasets. The metric highlights that permutation and
dictionary-based DGA are statistically more indistinguishable from
non-DGA data than other variants. We also represent the densities
of these families in the research literature in Figure 2 (right). We can
observe that many papers report statistically easier DGA families,
while the more challenging ones are rarely or never analyzed.

Appendix F includes the measurements using two other statisti-
cal distances, the Wasserstein Distance and the Generalized Jaccard
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index. From all perspectives, statistically difficult DGA families
receive very little attention in scientific papers.
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Figure 3: Models’ predictive performance when comparing
the non-DGA dataset against each DGA family. Each test
evaluates each DGA family individually against the non-
DGA dataset in a binary classification task. The gray spots
denote the outliers, which are hard-to-detect families. The
solid horizontal line is the median performance, and the
dashed horizontal line is the average performance.

DGA F1 Score MCC
Dictionary DGA  0.582+0.01 0.178 £0.01
CharBot 0.627 £0.01  0.299 = 0.02
Permutation DGA  0.686 +0.01 0.419 +0.01
Khaos 0.694 +£0.01 0.410 +0.01
Deception 0.764 £0.01 0.529 +0.01
Table 3: Detailed information about hard-to-detect/outlier
families from Figure 3. The model evaluation confirms the
difficulty of some adversarial and dictionary families, on par
with the visual and statistical insights.

Understanding the difficulty of DGAs using ML benchmarks. Finally,
to round up the discussion around this assumption, we benchmark
the predictive performance of machine learning models when com-
paring non-DGA datasets against each DGA family. Figure 3 depicts
the detection performance of each DGA family against a non-DGA
dataset. For each boxplot, the middle line is the mean score across
all families. As observed in the statistical tests, most families have
distinctive statistical patterns. This is confirmed by the average
scores line, located above 0.9 for all the metrics, meaning that most
families are visibly distinct from non-DGA samples for classifica-
tion models. Nevertheless, the presence of the outliers confirms
what the statistical tests have shown: a handful of techniques -
often overlooked in research papers - are exceptionally challenging
to spot. We zoom in on some of the outliers in Table 3, showing
five adversarial/dictionary AGDs that are hard to distinguish from
non-DGA samples.

From the survey, only two papers employ t-SNE plots for compar-
ing dictionary DGAs to the non-DGA dataset, but no paper visually
compared adversarial DGAs (e.g., Khaos, Deception, etc.). Only one
paper analyzed the evaluated DGAs statistically (i.e. character-level
statistics), but without focusing on dictionary or adversarial DGAs.

Bogdan Cebere, Jonathan Flueren, Silvia Sebastian, Daniel Plohmann, and Christian Rossow

Recommendations. The challenge of distinguishing DGAs from
non-DGA samples varies depending on the family. Consequently,
the difficulty of DGAs should be transparent before benchmarking
a detection model. As a best practice, we suggest the researchers
observe the similarity between DGA and non-DGA patterns by plot-
ting the distributions with t-SNE and reporting statistical metrics
such as Wasserstein distance, Chi-squared test, or Jaccard index.

A2: DGAs can be used only for malicious purposes.

55% papers 45%

Description. Assuming clear discrimination exists between AGDs
and non-DGA domains, the next question is how to label the iden-
tified classes. Another widespread foundational assumption is that
all AGDs can be grouped under a single detection tag (benign vs
malicious). This assumption simplifies the detection procedure and
implies that any AGD stems from malware. The premise is particu-
larly fundamental in detection systems that use binary classification,
i.e., distinguishing between AGDs and human-registered domains.
Stacking all the DGA families under a single label, a binary classifier
which identifies DGA vs non-DGA classes, can achieve an F1 score
over 0.874. However, this approach leads to some subtle issues.

One notable downside of the general-purpose binary DGA
detectors is the AGDs of benign origin. In their seminal work
on DGA detection and discovery, Antonakakis et al. [9] high-
light benign situations that trigger DGA detection, such as
DNS network tests in browsers, domain typos, or some do-
mains within the .it, .gov, .edu TLDs. Since then, 360 Netlab
has reported benign DGA use cases for the TeleRU Android
application (e.g., 93b375dd6cd9f2704d613d1016dbe0f2.tk) and
the TcpRoute2 tool (e.g., 1492590065dshsdjhsdsgsevstyhndr-
drntrtvsvstbruiuok095g.com). DGArchive includes another
benign DGA family, DNSBenchmark - a DNS testing utility (e.g.,
y3ofpq5upb3uxaijydqkluhr5h.com).

On one hand, the benign families do not attempt to create eva-
sive samples. However, as the examples from each family suggest,
benign DGAs create domains at the same DNS hierarchy level as
malicious families. Consequently, if binary classification models
were tested in open-world settings (e.g., in real networks), they
could spot such benign AGDs, leading to false positives. This funda-
mental problem remains hidden when approaches are evaluated in
closed-world settings with binary datasets. Worse, attackers could
create evasive samples that resemble AGDs of benign sources. Nev-
ertheless, identifying the exact family of the generator could help
with further forensics.

One solution is to train a binary classifier per DGA family. The
models can jointly be used in a prediction ensemble, where the
output class is selected from the model with the highest confidence.
This strategy offers granularity by explicitly detecting the exact
DGA family, benign or malicious. The ensemble can also be easily
extended with new families, as the models are trained indepen-
dently. However, such a solution might hit scalability issues as the
model count grows with the number of known DGA families.

Another viable solution is to train a multiclass ML model that
jointly learns patterns per DGA family and outputs the most proba-
ble class. This version can simultaneously learn the representations
from multiple DGA families, avoiding duplicate knowledge and the
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overhead of multiple independent models. On the downside, any
new DGA family requires a dedicated spot in the model’s output
layer, implying an architecture change (and retraining).

We can highlight the individual families and spot edge cases,
such as benign DGAs, by evaluating the detection models in a
multiclass setting. While this strategy is a step forward, it is not
always bulletproof. The main reason is that botnet families can
share DGAs (discussed further in A9), and benign DGAs might reuse
generators from malicious variants. Nevertheless, those colliding
families can still be flagged by a multiclass classifier and treated
separately.

Recommendations. Future work should recognize benign use cases
of DGAs and design their experiments accordingly. In particular,
multiclass DGA detection - the ability to detect the exact DGA
family - gives room for DGA detection of any origin, benign or
malicious. DGA detection papers should include multiclass bench-
marks. We further investigate multiclass classification best practices
in A7.

A3: Botnets that contain DGAs will also use them.
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actively use a DGA (as primary rallying mechanism), while the sam-
ples for all other families in the given versions rely on hardcoded
IP addresses and domains to contact their C2s.

This analysis is not a representative image of the entire botnet
landscape but tries to highlight some cases when the DGAs are just
a fallback mechanism for contacting the C2. To our knowledge, a
more comprehensive study about the C2 communication choices
from all botnets is not yet available, and it would be beneficial to
put the importance of DGA detection into perspective.

Recommendations. Researchers that propose DGA classifiers for
malware detection should be fully transparent about the fact that
DGAs oftentimes are just backup C2 channels. We recommend
that future papers discuss the implications of this insight. That is,
DGA classifiers cannot be described as a general botnet detection
technique but rather should be put into perspective with respect to
their true capabilities (e.g., finding infections of dormant botnets
or when hardcoded C2 endpoints are temporarily unavailable).

A4: Bots using DGAs trigger NXDOMAIN responses,
which are visible long before the C2 communication.

100% papers

Description. Once the domains can be accurately classified, it is
tempting to imply that the DGA classifiers can be used for botnet
detection. Indeed, the implicit assumption of all surveyed papers is
that botnets with DGA functionality will also use AGDs to find a
C2 server. That is, the papers do not discuss that the botnet may
use DGAs only as a backup mechanism that becomes active if bots
can no longer reach their preconfigured (hardcoded) C2 server.

If the botnet’s DGA functionality remains dormant, even a per-
fect classifier cannot detect the bot due to the lack of DGA activity—
unless the primary C2 channel becomes inactive, e.g., in abandoned
botnets.

We reviewed the available 92 families in DGArchive and their
behavior. The main source of information are the reports on the
botnets from their prime days, including [8, 13, 21, 64, 68, 87, 96].
Of these, 29 families first try to reach a hardcoded IP or domain
before returning to the DGA. That is, ~ 31% of known DGA bot-
net families only use the DGA as a backup channel. DGA-based
detection of those families only becomes possible once the primary
C2 mechanism is offline. Even more, this statistic is skewed and
represents a lower bound, given that we analyze a dataset of botnets
known to include DGAs. The bigger landscape of botnets, including
those with hidden DGAs that have not become active, will likely
increase this percentage even further.

We also conducted a cursory evaluation to estimate the preva-
lence of known malware families with DGAs. To this end, we col-
lected information about all submissions to Malware Bazaar, an
open malware-sharing platform popular among practitioners, be-
tween Oct. 2022 and Feb. 2024. Of 176,879 submissions, 152,984 had
a signature tag identifying their malware family. Comparing the
top 100 signatures (96.81%) of submissions against families listed in
DGArchive, we noticed the presence of only five families: Emotet
(1.14%), Qakbot (0.97%), Tofsee (0.93%), Gozi (0.65%), BumbleBee
(0.10%). Further investigating the top-100 families by reviewing
their sandbox runs, we noticed that only samples for BumbleBee

47% papers 45% 8%

Description. Given that DGA bots may attempt to resolve many
AGDs, a common assumption is that DGA bots also resolve non-
existent domains and thus cause NXDOMAIN responses. Conse-
quently, 27 papers suggest focusing (only) on NXDOMAINs and
neglecting successful DNS lookups for efficient botnet detection.
In this section, we review the main assumptions surrounding the
value of NXDOMAINSs in DGA detection and highlight why they
are not entirely valid.

However, this assumption overlooks the many situations when
botnets with DGAs cannot be detected based on NXDOMAIN re-
sponses. First and foremost, any DGA botnet for which a valid C2
server can be reached does not need to resolve potentially unreg-
istered AGDs. This not only entails those ~ 31% of botnets with
dormant DGAs (see A3). Active DGAs that immediately reach reg-
istered C2 domains will not cause NXDOMAINs. Even more, if the
domain generation rate is low, the attackers can also register all
future domains as long as they are predictable. From the DGArchive
families, two generate unpredictable DGAs (no predictable seed),
37 are time-independent DGAs, 8 generate domains every week (or
less often), 39 generate new domains daily, and 6 create domains
every few hours (less than a day). This implies that for 47 families,
the attackers could likely register a domain daily, resulting in no
failed DNS resolutions.

This strategy of pre-registering AGDs and “aging” them has
been observed in malicious campaigns, with the technique being
named registered domain generation algorithms (RDGA) ([28]).
Some currently known campaigns which employ RDGAs include:
(a) The Sparkle malware, which aged the AGDs for three months
before using them ([28]); (b) The VexTrio malicious actor, which
maintains over 70k registered AGDs ([54]); (c) A phishing campaign
against the United States Postal Service which registers 40-160 new
AGDs daily ([55]); or (d) The Prolific Puma, a malicious actor which
provides link-shortener service based on AGDs for other malicious
actors, maintains over 35k pre-registered AGDs ([53]).
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Several existing DGA detection approaches successfully discover
DGA usage only if the botnet causes NXDOMAINSs. The stream
of NXDOMAINS can indicate unknown DGA variants not part of
any labeled training dataset [9]. However, this strategy effectively
discovers dormant infections in abandoned botnets but is not nec-
essarily suited for detecting active botnets. The domains generated
by abandoned botnets can be helpful in reversing the generation
algorithms and proactively detecting future reuses of the same
generator. Nevertheless, this is not a complete solution.

In addition to these fundamental problems, ignoring successful
DNS lookups and focusing on NXDOMAINs does not live up to
the promises papers make. We observed two often-claimed benefits
of NXDOMAIN:S. First, papers argue that the NXDOMAIN volume
is significantly smaller and faster to process by detection systems.
However, the volume of non-existing domains is still significant
and varies between authoritative and recursive DNS servers. From
the authoritative DNS point of view, [67] presents the DNS statistics
for a 90-day window and reports that 9.9% of the traffic is from
NXDOMAINS, meaning 744.9 billion requests; APNIC [10] reports
that 50% turn into NXDOMAINs; ICANN [52] reports that 53% of the
traffic results in non-existent domains. At the recursive DNS level,
Cloudflare [24] reports ~ 5% of the traffic results in NXDOMAINs.
All these reports suggest that the volume of NXDOMAINSs is far
from insignificant and cannot be used to support longer inference
processing. Second, papers prefer NXDOMAINs from a privacy
perspective, as they can allegedly prevent user identification. In the
contextless detection setup, this precaution is not entirely justified.
Instead, in the contextless setup, the models receive only a domain
as input—without any personally identifiable information. Privacy
leakages can occur in context-aware models, where the per-user
activity is profiled for anomaly detection. To that end, the privacy
benefit of the NXDOMAINs does not make any difference in the
contextless character-level detection.

All the arguments hardly relate to the problem of botnet detec-
tion, and they can do more harm than good. In the contextless setup,
the detection is non-trivial anyway (as highlighted in A1 and A2),
and any additional assumption makes it even more prone to errors
and unlikely to be adopted.

Recommendations. There should not be a blind spot regarding
registered domains. A registered domain might be parked in the fu-
ture, creating an issue in an NXDOMAIN-only character-level DGA
detector. At the same time, malicious actors can actively register
and maintain AGDs (RDGAs). These scenarios can be problematic,
and we suggest that papers openly discuss these limitations when
using NXDOMAIN traffic only.

3.3 Experimental assumptions

After setting the threat model, most recent works focus on designing
an ML-based solution. This section reviews three experimental
assumptions commonly used in evaluating these solutions.

In particular, we discuss conceptual assumptions on clean train-
ing data (A5), dataset imbalances (A6), and representation of bench-
marks (A7).

Bogdan Cebere, Jonathan Flueren, Silvia Sebastian, Daniel Plohmann, and Christian Rossow

A5: The non-DGA class in the training data can be con-
sistently cleaned of DGA examples.

74% papers 26%

Description. One primary concern in security-critical systems is
excluding “corrupted non-DGA samples” from the training dataset.
By corrupted non-DGA samples, we refer to samples that are con-
trolled by an attacker, which can lead to evasion from detection
for the DGA samples. Only a few papers discuss the risks, while
most papers assume that training data cleanup can be achieved
by applying simple preprocessing steps. Prior works [90, 92, 109]
highlighted that Alexa could lead to a weakly labeled non-DGA
dataset. Yu et al. [109] suggested that a heuristically engineered
non-DGA dataset should be preferred. This section reviews three
edge cases to clean up the training data.

0.4

False-Positive Ratio
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Figure 4: False-Positive Ratio on unseen Tranco samples, by the
number of selected top-N samples. Each boxplot is constructed
by training each DGA family individually against the selected
top-N non-DGA samples and testing on 150k unseen Tranco
samples. The dashed line is the average ratio, while the solid
line is the median ratio across all families.

Keep only top-N non-DGA samples. The most prevalent approach is
to keep only top-N examples from the non-DGA dataset (38 papers).
This strategy can be biased by commercial trends and not robust
enough for security applications [76, 94], and some papers apply
further preprocessing steps. Even so, restricting only to top-N
domains can omit valid non-DGA patterns. Figure 4 illustrates this
issue. The plot is constructed by training all available models on
Tranco top-N samples, where N € {100, 1000, 10000, 20000, 50000},
and evaluating them on 150k unseen samples from the same
dataset. We keep only the model with the smallest FP ratio for
each (non-DGA sample size, family) combination and add it to
the boxplot. As expected, the FP ratio is reduced with a larger
non-DGA sample but never to zero. Using a 50k non-DGA samples
sample size, the Deception, Matsnu and Suppobox families still
inflict large false-positive ratios; 25%+ of unseen Tranco samples.
While most of the false positives have unsuspecting forms, such
as "myhomeweekly" or "nwfdailynews", some of the non-DGA
samples look like "2d4c9479175de54fbecdb875fb6fbe4ddc6cf725"
or "iuqerfsodp9ifjaposdfjhgosurijfaewrwergwea". These samples
are included in the Tranco list with the ".com" TLD, which again,
raises the question: "What is a non-DGA sample at character level
after all?"
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Figure 5: The impact of corrupting the non-DGA dataset with DGA samples by the corruption ratio. For each DGA family, we
measure the impact of leaking some samples in the non-DGA dataset. The solid horizontal line is the median performance, and

the dashed horizontal line is the average performance.

Filter out known blocklists. Another popular cleanup strategy is
filtering out DGArchive samples from the “non-DGA” dataset (10
papers). While this method might clean up some known malicious
samples, it misses out on the actual patterns of the generating
algorithms. Some other domains in the “non-DGA” dataset might
follow a known AGD pattern, yet they have not been observed in
DGArchive. This leads to a corrupted non-DGA dataset, and the
detection models might wrongfully learn to allowlist the patterns.

We test if a known DGA family can evade detection if it fol-
lows a pattern leaked in the non-DGA samples, and the results
are presented in Figure 5. For each known family, we leak DGA
samples as a proportion of the non-DGA data, include some other
samples in the malicious training set, and re-evaluate the detection
of new, unseen samples from the same family. We can see that only
0.1% of corrupted non-DGA samples affect the detection ability
of some families, which otherwise were easy to detect. The exam-
ples include the Shifu and Vawtrak families. These families use
an Arithmetic DGA, with samples like "ehimmun" or "fopwhwr".
Yet, polluting the non-DGA dataset with a few of these samples
forces the detector to learn this pattern as non-DGA, allowlisting
the entire families. Going to a larger percentage of non-DGA cor-
ruption reduces the average performance even further, missing
several other DGA families from detection.
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Figure 6: False Positive Ratio on known Tranco samples with
typos. Each boxplot is constructed by individually training
each DGA family against the top-20k Tranco samples and
testing against six synthetic typo datasets with typo domains
derived from the non-DGA training domains.

Filter out NXDOMAINs from the non-DGA samples. Another com-
mon strategy is to filter out NXDOMAINs from the non-DGA

dataset (5+ papers). This approach can lead to concept drifts, as
domains are registered and deregistered daily. Also, common hu-
man errors like typos can lead to false positives. We test the impact
of innocent mistakes by creating six synthetic datasets out of the
non-DGA training dataset, using common sources of human and
computer errors - summarized in Figure 6: (1) Addition - adding a
character to the domain by mistake (facebook — fabcebook); (2)
Replacement - replacing one character in the domain with another
(google — googxe); (3) Omission - one character is missing from
the original domain (amazonaws — aazonaws); (4) Repetition - one
character from the domain is repeated (youtube — youtubee); (5):
Character swapping - two characters from the domain are inter-
changed (google — gooleg); (6) Bitsquatting - the generalization of
the Replacement test case, where one bit from the binary represen-
tation of the domain is flipped (fbcdn — fbcdN). The Addition and
Replacement scenarios have the highest average false positive ratio;
~ 0.09 of the samples are marked as malicious. Another interesting
aspect are in the outlier families, as different DGA families draw
different decision boundaries in models. In the Addition typo test,
the DGAs underneath the Pykspa, Nymaim, Proslikefan, Pushdo,
Permutation DGA, and Deception2 families inflict a 0.3+ FP ratio.
In the Omission test, Deception2, Virut, Permutation DGA, and dic-
tionary DGAs like Suppobox and Gozi force a 0.2+ FP ratio on the
non-DGA side. In the Repetition scenario, the families that inflict a
high FP ratio (0.3+) are the ones that include repeated consecutive
characters in their AGD: Symmi (28% samples with consecutive rep-
etitions); Deception2 (22% samples with repetitions), and Matsnu
(41% samples with repetitions). The Character-swapping test case
has the highest FP rate among outliers, with the Deception and
Permutation DGA families leading to over 50% false positive. The
Replacement and Bitsquatting have similar families that affect the
non-DGA detection performance, with Virut, Pykspa, Proslikefan,
Conficker, and Deception causing a 0.3+ FP ratio in both scenarios.

Summarizing our discussion on all three preprocessing strategies,
training dataset cleanup is not trivial and should not be treated only
as excluding a static blocklist. ML models are famous for learning
representations and patterns, and any corrupted non-DGA sample
can have severe consequences.

Recommendations. A machine learning model is only as good as
the data it is fed. Thus, a robust strategy for preparing and cleaning
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the training dataset is paramount. We highlighted three augmenta-
tion strategies for better quality non-DGA data: (1) Select a larger
sample size from the Tranco dataset; (2) Train a detector for each
known DGA family and use them to manually inspect the non-DGA
training data. Compared to simply excluding the known AGDs from
the training set, this approach can leverage the learning capabilities
of machine learning models to discover more samples following
a similar pattern. (3) Augment the training dataset with synthetic
non-DGA typos, for better resilience against adversarial samples.
Future work should investigate and bring extensive guidelines for
data preparation for DGA detection.

A6: The DGA population size per family does not affect
the detector’s performance.

100% papers
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Figure 7: Cumulative unique sample counts from the
DGATrchive families, in log2 scale. 27 families have < 1000
samples available (first red dotted vertical line). 49 families
have < 10k samples (after the second red dotted vertical line)

Description. When evaluating detection models, one common ap-
proach is to use a fixed number of DGA samples, usually around
20,000 domains per family. Including such many domains is possible
if the DGA was reverse-engineered and additional samples from
the same algorithm can be generated. However, not all DGAs are
well-documented, and models thus have to rely on limited datasets
for some families. At the same, as pointed out in A1, different
AGD families have different detection difficulties, hence a different
threshold of sample count at which their pattern can be robustly
detected. In other words, we should not use a global value for the
population size, regardless of the DGA family, as this value can be
impacted by the DGA difficulty.

Relying only on live collected traffic might not result in
equally large training datasets. Various families have a low rate
of domain generation, including Corebot, which generates 40
AGDs/month, AlienBot, which produces 3 AGDs/month, and
CCleaner, which generates 1 AGD/month. This problem is more
widespread than assumed. Figure 7 depicts the log2 sample sizes
available in DGArchive, including ~ 27 families with less than
1000 unique known examples, which can be challenging to use for
generalization.

Consequently, we study if DGA detection remains possible un-
der a DGA scarcity constraint. For several families, like hash-based
or most arithmetic-based DGAs, the patterns can be visible from
a few samples due to outstanding length and character statistics.
However, Figure 8 highlights the behavior of 25 of the evaluated
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families, which are more challenging to spot with a low sample
count. The affected families are either dictionary-based (e.g., Sup-
pobox, Matsnu, Gozi), adversarial (e.g., Khaos, Deception, CharBot),
permutation-based, and even arithmetic-based DGAs (e.g., Bobax,
Conficker). While these families are trivial to detect using a large
sample count (20k samples), their patterns are not clear enough
for models with 100 samples, leading to a median F1 score of 0.6
and a median MCC score of 0.2. This underlines the importance of
evaluating models with the DGA sample count sensitivity, as some
family samples might be scarce.

Recommendations. A model’s generalization capabilities depend
on the number of samples per DGA family and the difficulty of
detecting the AGD samples. As models are diverse, it is not feasible
to suggest a minimum number of global training samples for all
families. Instead, to adapt to the details of each model and scenario,
we recommend performing a sensitivity analysis to transparently
highlight when the results converge for each DGA family.

A7: The average score of multiclass classification suffi-
ciently reflects the overall performance.

40% papers 58% papers 2%

Description. 16/38 papers report the performance results in a multi-
class classification setting. The approach is beneficial for identifying
the exact DGA family - whether malicious or benign. The common
approach is to report the F1 score for each label and report the
unweighted mean - also known as the "macro” average. Unfortu-
nately, reporting the macro averaging alone across labels can be
misleading. Next, we will highlight a few shortcomings.

Consider the following scenario: Given N labels - the non-DGA
class and N — 1 DGA families - the multiclass F1 score works by
setting each label as the positive label, while the rest of N — 1
families are marked as the negative class. This can negatively affect
the identification of the non-DGA class, as, at all times, it is either
mixed with other DGAs in the negative class or compared against
all the N - 1 DGA families as the positive class. The non-DGA class
should not have the same weight or be reported separately - as
we already pointed out in A1. To that end, we reiterate that it is
critical to identify the non-DGA samples first before jumping into
multiclass labeling.

However, this is not the only issue. Assuming that non-DGA
samples have been identified and we only want to do multiclass clas-
sification between N DGA families, reporting only the F1 macro
average might be misleading. Indeed, the macro average might
conceal a bad performance of some DGAs (benign or malicious).
For example, assume we have 5 DGA families, and the multiclass
F1 scores are [0.55,0.5,0.99,0.99,0.99]. Reporting only the aver-
age score—0.804—would encourage us to believe the classification
quality is reasonable.

Instead, the preferred output should include both the F1 macro-

- IV (xi-%)? .
average and the standard deviation (o = SRR, where x; is

each performance score, x is the mean performance, and N is the
number of DGA families). The standard deviation quantifies how
much the scores deviate from the average value. A low o indicates
that the values are close to the mean, while a high o indicates that
the values are spread out over a broader range. This can be useful
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Figure 8: Detection sensitivity to the available DGA sample count for 25 difficult families. The horizontal solid and dashed lines
report the median and average performance, respectively. The detection performance significantly depends on the training
data size. For optimal performance, a model thus needs enough samples, e.g., as derived from a fully reverse-engineered DGA.

in spotting outlier scores. Reporting the standard deviation puts
our example in a different light. An F1 score of 0.804 + 0.22 clearly
outlines that the model works only by chance for some families.

Note that the standard deviation is not the only possibility for
spotting outliers. Other practical alternatives are the variation, the
95% confidence interval, or the top-k lowest F1/MCC scores.

Metric Avg.Score Min Median Max
F1Score 0.941+0.10 0.510 0.983 1.0

Recall 0.940 £0.10 0.576 0.988 1.0
Precision 0.950 +£0.09 0.505 0.986 1.0

MCC 0.887 £0.19 0.059 0.967 1.0

Table 4: Improved multiclass benchmark reports, including
the average, stddev, min, max, and median performance. The
average and deviations of the scores when benchmarking the
108 DGA families against non-DGA data are the same as in
Figure 3.

For completeness, we revisit the results in Figure 3 from a nu-
merical point of view. Again, we benchmark 108 DGA families and
the non-DGA dataset. Table 4 reports the multiclass classification
more transparently by highlighting both the average performance
and the outliers. Instead of relying on the mean F1 score of 0.941,
the standard deviation of 0.1 and the minimum score of 0.51 tell us
a different story, with seven families having < 0.7 F1 score. This
transparency is critical for translating the research into practical
applications.

Recommendations. Multiclass benchmarks have several benefits.
However, to be completely transparent, we must augment the aver-
age performance with information about possible outlier classes
(e.g., by providing stddev and discussing outlier scores).

3.4 Deployment Assumptions for Firewalls

The primary goal and promise of the DGA detection methods is
practicality. To this end, these methods should seamlessly bridge
the DNS firewalls and machine learning models. However, this link
is unclear about how it should translate to practical situations, and
we highlight a few edge cases.

A8: Detection models have negligible inference duration.

87% papers 13%
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Figure 9: Distribution of architectures used for detection in
research papers. Most papers rely on neural net-based archi-
tectures: MLP, RNN, LSTM, CNN, or ResNets. However, the
impact on resource usage and usability in real-life firewalls
is not discussed.

Description. The papers focus on well-known text classifiers. Fig-
ure 9 illustrates the choices of architectures in various detection
papers. However, an often overlooked detail is how long the detec-
tion takes.

For DNS firewalls, the inference time is critical, and live DNS
traffic analysis requires either significant resources or an efficient
classifier. Some papers report their inference durations for a single
domain: Koh and Rhodes [59] reported a 3ms inference duration
on CPUs; Berman [16] reported 4.08ms for CNN, 21.58ms for an
LSTM, 60ms for a bidirectional LSTM, and 2.86ms for a CapsNet on
GPUs; Nie et al. [66] provide a compromise between performance
and processing speed, with 1.46ms needed for 0.99 AUC and 0.51ms
required for 0.69 AUC on CPUs.

We also benchmark our reproduced models separately, with the
results summarized in Table 5. The benchmarks show the average
and outliers for 1000 domains tested over ten rounds. We notice
that the preprocessing steps alone could take significant time. The
statistical feature extraction (required for logistic regression, SVM,
random forest, or XGBoost) requires an average of 12.3ms. However,
the implementation is not optimized and could be tailored per
model. On the other hand, the tokenization step uses an optimized
Rust backend (applicable with any model) and still requires 0.17ms
processing time.
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Model Inference Time (ms)
min mean max

Feature Extraction | 12.2+0.5 123+0.5 153 +2.1

Logistic Regression | 0.12+0.1 0.15+0.1 1.91+0.4

SVM 0.12+0.1 0.13+0.1 1.24+£0.3

Random Forest 296+0.1 3.09+0.1 6.09+0.6

XGBoost 0.39+0.1 0.41+0.1 2.10£0.5

Tokenization 0.16+0.1 0.17+0.1 3.20+1.9

MLP 036+0.1 038+0.1 1.59+0.4

LSTM 202+0.1 229+04 402+138

CNN 129401 141401 3.10+15
Transformer 1.80+0.1 1.99+0.1 24.79+40.1

ResCNN 290+0.1 3.17+0.1 544+ 1.3

Table 5: Benchmarks on inference time for evaluating a single
domain on a CPU. The tests are averaged over 1000 domains.

Nevertheless, classification takes significant time even when
these preprocessing steps are ignored. In fact, it never reaches more
than 8000 domains per second in any model, with several models
even being significantly slower.

When we relate these reported inference times to DNS server
query volumes, we can infer whether the models can cope with
real-world DNS data. The contextless detection methods should be
beneficial mainly to large DNS servers (such as ISPs), as the detec-
tion needs to be as fast as possible on a big volume of data. From
the authoritative DNS point of view, NS1 [67] reports that it pro-
cesses an average of one million queries per second every second of
every day. From a recursive resolver point of view, Cloudflare [24]
reports that it processes 1.3T requests daily, translating it to ~ 2.1
million queries per second. Even in large corporate networks, the
task is non-trivial, as the devices (workstations, servers, cloud repli-
cas, or security tools) might generate millions of DNS requests per
day. However, on a smaller scale, from a local network perspective
(i.e., small and medium enterprises and consumer networks), the
number of DNS queries and the resources available for filtering are
significantly lower. An average household DNS workload can range
between 1k-500k queries/day ([1, 2]), depending on the number of
devices on the network and their type, which will make the models
more practical.

Consequently, practical deployments may require a caching strat-
egy for the DGA detectors, which none of the papers evaluates on
real-world traffic.

Recommendations. A model is impractical if it is too expensive
or impossible to operate for the system on which the DGA detec-
tion will be deployed. The detection solution should benchmark
the inference times and possibly provide caching strategies for
performance improvements.

A9: Models can generalize to unseen DGA families.

26% papers 64% papers 10%

Description. The set of known DGA families increases over time.
This represents an instantiation of the common problem of distribu-
tional shifts for ML models [51, 60, 78]. Trained detection models do
not receive real-time feedback from malware intelligence sources.
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Hence, they risk missing new DGA families that are not part of
the training. To cope with this problem, 4 papers argue that their
model is good in practice if periodically retrained, which partially
remedies this problem apart from several practical burdens. How-
ever, 10 papers argue that the detection model generalizes well to
unseen DGA families, while the rest do not address the issue.
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Figure 10: Evaluation using one unseen DGA family in the test
set. While some DGA families have similarities with others
and can still be detected, the general performance is degraded
for unseen families. Any generalization claim does not hold
for families with F1 score < 0.7.

However, unseen DGA families can be recognized only if their
generator creates similar (if not identical) patterns to a family in
the training set. To support this argument, Figure 10 highlights
the difficulty of spotting DGA families without prior knowledge.
The evaluation is conducted on each DGA family, treated as an
unseen family, with no examples in the training. The data suggests
that many families do not share any obvious traits unless they
are explicitly added to the training set. On the easy-to-spot side,
families like Bamital, Banjori, Bedep, Blackhole, Chinad, Corebot,
Cryptolocker, Dyre, Emotet, Gameover, MoneroMiner, Murofet,
PandaBanker, Qakbot, Ramnit, Rovnix, or Tinba, can be detected
with an F1 score > 0.8, even without being previously observed.
These families are either from the DGA Arithmetic or Hash families,
and their patterns are similar. However, the papers claiming to
generalize to unseen families should not only use such families as
support for their claim. In stark contrast, families like Deception,
Khaos, CharBot, Pitou, Nymaim2, or with basic permutations on the
non-DGA dataset, have an F1 score < 0.6, meaning they are prone
to misclassification. Any paper claiming to generalize to unseen
families should also discuss these families.

Figure 11 supports these temporal distribution shifts. It sum-
marises the DGArchive families’ temporal drifts by the years they
were first observed, using the MCC metric. The prediction is good
at first but steadily degrades when facing newer families.

Finally, another important but overlooked detail is that
DGArchive includes botnet families, not necessarily DGA families.
However, families might share the DGA generator or use a similar
implementation. One known example is the Ares botnet family
(2022), which uses the same DGA as QakBot (2013) with a different
seed. Another set of families that share the DGA generator
implementation is Tufik (2007), Murofet (2010), and GameoverP2P
(2014). Ignoring these details might make us believe that a model
generalizes to unseen families, while instead we just leak the test
set from families that share the DGA core implementation.
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Figure 11: Evaluation by years, using DGArchive. The effects
of training a model with data up to a year and testing it
with future data. The training set includes samples up to the
"training year", and the test set includes samples from the
"test year".

Recommendations. As time passes, the models will see their accu-
racy affected by the emergence of new DGAs. Papers aiming for
family-agnostic detection models should carefully evaluate whether
they discover new DGA families. One subtle pitfall can be when
unseen DGA families share the same domain generator underneath
with a training DGA family, falsely supporting the generalization
claim. Alternatively, the models could incorporate online learning
support with a feedback loop for new malicious AGDs, or allow for
incremental training with new data.

4 DISCUSSION

In this section, we reflect on the findings and discuss potential
improvements for future works. We group the discussion around
the three assumption categories: foundational (Section 4.1), experi-
mental (Section 4.2), and deployment (Section 4.3).

4.1 The importance of factual information in
problem statements

A proper foundation in the problem statements is critical and must
be factually accurate. Otherwise, we risk getting a cascade effect of
follow-up works or citations without proper sanity checks. Inher-
iting unchecked assumptions such as “NXDOMAINSs are enough
for DGA detection”, or “DGA detection implies C2 detection” can
confuse future attempts to improve the existing solutions. We find it
crucial to present any DGA detection idea transparently, including
all foundational limitations. DGA detection is not a panacea for
botnet detection. While it has its value, for holistic botnet detection,
DGA detection is only a small add-on to other orthogonal botnet
detection approaches [43-45].

4.2 The need for reproducible benchmarks

Machine learning benchmarks, applied to other sciences (applied
ML), can often be inconclusive. This lack of trust comes from mul-
tiple sources. Non-ML researchers can be skeptical about the clair-
voyant abilities of black box models. Some reports naively use
biased metrics affected by imbalance (AUCROC) or FP-rate (accu-
racy). Other reports fail to report a confidence interval for their
results but only provide an average score. Another issue is the lack
of standardized benchmarks for the problems of interest. Almost
every paper we reviewed used a different subset of DGA families,
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a different non-DGA dataset snapshot, and different metrics. It is
hard to compare and draw any conclusions in such an ecosystem.
Unfortunately, only six papers we reviewed published their code,
and none offered the details about the exact evaluation datasets
(e.g., random seeds, sampling strategies). This practice blocks any
reproducibility attempt and decreases trust in the results.

Additionally, the detection models are as good as their train-
ing data. As highlighted in A5, preparing the training data for
cybersecurity tasks should be a meticulous and robust process. We
highlighted some potential strategies for DGA detection tasks, but
an in-depth analysis is required in future works.

4.3 Why is DGA academic research not
translating well to real-life use cases?

Contextless character-level detection is a compromise between
performance, memory usage, and promising results. However, the
limitation is that it is hard to robustly link linguistic features to
malicious intentions. At the same time, while it is an exciting op-
portunity to test the latest machine learning architectures, it is hard
to define the exact target audience for these solutions.

If the targeted audience is the machine learning community, the
lack of standardized benchmarks can make this task uninteresting.
At the same time, the DGA research field has settled itself in the text
classification problem. More interesting future research questions
could be training data cleanup strategies, shrunk detection models,
detection from a small number of samples, or finding new prediction
indicators.

For the security research community, the solution’s main lim-
itation is its skewed usefulness. In reality, a DGA detector does
not represent a general framework for detecting botnets (A3), but
rather a small (sometimes optional) step. Another limitation is the
performance overhead (A8); practical solutions require caching
strategies to cope with common DNS traffic volumes. Ultimately,
it is dangerous to derive malicious behavior only from character-
level statistics: Unseen DGA families can be complicated to detect
(A1, A9); and it is non-trivial to clean up the training set of cor-
rupted samples (A5). To cope with this risk, any practical solution
should use multiple indicators of compromise, including DNS data,
ownership information, and temporal patterns.

5 CONCLUSION

Recent DGA detection research focused on character-level domain
analysis, with an emphasis on ML techniques, yet overlooking some
fundamental limitations. We revisited 38 papers on contextless DGA
detection, and we analyzed nine popular assumptions belonging to
three categories: (1) foundational and recurrent ideas, which fuel
the research; (2) experimental assumptions, which should spotlight
the added value; and (3) deployment assumptions, which should fa-
cilitate the adoption into practice. For each assumption, we outlined
some overlooked perils and discussed some potential remedies.
Our findings provide a strong argument that botnet detection
requires both ML and domain expert knowledge. On a foundational
level, we outlined beliefs that domain experts should review as well,
not just ML experts. These assumptions can skew the role of DGAs
in botnet detection or recommend harmful optimizations (such as
NXDOMAIN-only filtering), thus limiting future research.
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On the experimental level, we highlighted dangerous yet over-
looked details when reporting DGA detection results. Preparing
a robust training dataset is a daunting task. Although we provide
specific recommendations for improving the quality of the training
dataset, we encourage future work to develop novel preprocessing
techniques. At the same time, empirical studies should be trans-
parent, e.g., highlighting the sensitivity to the sample counts or
outstanding hard-to-detect families.

Finally, we outlined potential impediments that prevent these
solutions from becoming practical, ranging from performance is-
sues to temporal distribution shifts. Addressing these limitations
requires collaboration between domain and ML experts, e.g., de-
signing detection caching systems or online feedback loops, which
could make the research practical.

We reiterate that DGA detection is part of a bigger prob-
lem—botnet detection. Any potential solution should be factual,
adjusted to the expected impact, and transparent about the
limitations of DGA detection in general. To that end, the research
should not be limited to character-level classifiers but should
explore novel sources of information and compatibility with
non-DGA C2 detection technologies.
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SURVEY METHODOLOGY

Review process. This section discusses the survey process and the
criteria for analyzing and labeling each reviewed paper.

Two authors independently analyzed each paper using the ques-
tionnaire included in this section. In case of disagreement, a third
author analyzed the uncertain assumption status to break the tie.
The following paragraphs outline our internal survey questionnaire
and label criteria per assumption. Note that we do not include de-
tails per surveyed paper in our work. On the one hand, doing so
would provide full transparency and foster reproducibility. On the
other, we would like to avoid negative implications for individual
surveyed papers. In fact, we do not want to point out flaws in in-
dividual papers but survey the state of the overall literature body.
This type of data representation is also in line with prior related
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studies such as [11] or [82]. Authors of surveyed papers can contact
us at any time to learn how we categorized their papers.

Questionnaire for A1: AGDs’ structural patterns differ from non-

DGA samples, regardless of the generator family.

Survey Questions:

o QI1A: Are the distribution of difficult DGAs (i.e. dictionary DGAs
and adversarial DGAs) visually compared to the non-DGA data?

e (Q1I1B: Are the distributions of difficult DGAs (i.e. dictionary DGAs
and adversarial DGAs) statistically compared to the non-DGA
data?

e QIC:Is the paper explicitly claiming that the structural patterns
of any DGA can be distinguished from the non-DGA data?

Labeling Criteria. Each detection paper introduces a novel detection

method, thus implicitly assuming partial discrimination is possible

between DGA and non-DGA distributions. However, if the diffi-

cult DGA families are omitted from the discussion, we consider it

a ’shortcut’ to get easy decision boundaries, thus an explicit A1

assumption. If there is an explicit claim to distinguish any DGA

families in the text body, we consider it an explicit assumption. In

short, the assumption will be considered:

e Q1A =FALSE and QIB = FALSE = assumed.

e QIC=TRUE = assumed.

e otherwise, = not assumed.

Questionnaire for A2: DGAs can be used only for malicious

purposes.

e Q2A:]Is the paper discussing the use of DGA only in malicious
conditions?

e (2B:Is the paper experimenting only with binary classification?

Labeling Criteria. If the experimental section of the paper handles

only binary classification, this implies the generator family cannot

be individually detected, including DGA families or benign origin.

Otherwise, multiclass DGA classification leaves room for handling

DGA families of any origin. At the same time, ignoring DGAs of

benign sources can have a negative impact on the detection model

performance, as it can lead to a significant number of false positives.

In short, the assumption will be considered:

e 02A = TRUE and Q2B = TRUE = assumed.

e otherwise, not assumed.

Questionnaire for A3: Botnets that contain DGAs will also use

them.

Survey Questions:

e (Q3A: Does the paper mention the possibility that botnets with
DGA support may actually not use the AGDs to establish contact
with the C2?

Labeling Criteria. A3 investigation focuses on the introductory part

of the papers, searching for any discussion around the use of DGAs

as backup channels, and how to circumvent this edge case.

e 03A=FALSE — assumed.

e 03A=TRUE = not assumed.

Questionnaire for A4: Bots using DGAs trigger NXDOMAIN
responses, which are visible long before the C2 communication.
Survey Questions:
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e (Q4A:Is the paper explicitly claiming that every DGA will gener-
ate a list of non-existent domains before contacting the C2?

Labeling Criteria. A4 analysis focuses on the papers’ introductions

and experimental section, looking for any quote that NXDOMAIN

pre-filtering is enough for DGA or C2 detection. In short, the as-

sumption will be considered:

e 04A =TRUE = assumed.

e (Q4A =FALSE — not assumed.

e no discussion =

Questionnaire for A5: The non-DGA class in the training data

can be consistently cleaned of DGA examples.

Survey Questions:

o (5A:Is the paper discussing the possibility of attacker-controlled
samples in the non-DGA datasets (Tranco, Alexa, etc)?

e (5B: Is the paper taking precautions against corrupted non-DGA
data?

Labeling Criteria. This section focuses on the non-DGA dataset

creation and curation for the experimental sections in papers. The

analysis looks for any preprocessing steps and precautions against

corrupt non-DGA samples (e.g., filter out the DGArchive samples

from the non-DGA dataset, train a filtering model to curate non-

DGA data, etc.). In short, the assumption will be considered:

e 05A =TRUE or Q5B =TRUE = not assumed.

e otherwise, —

Questionnaire for A6: The DGA population size per family does

not affect the detector’s performance.

Survey Questions:

e (Q6A: Is the paper benchmarking each DGA family at various
sample counts?

Labeling Criteria. This section looks for any discussion or sensitivity

analysis around the sample counts per DGA family. In short, the

assumption will be considered:

e Q6A =TRUE = not assumed.

e otherwise, =

Questionnaire for A7: The average score of multiclass classifica-

tion sufficiently reflects the overall performance.

Survey Questions:

e Q7A: Is the paper benchmarking binary classification only?

e (7B: Does the paper report the multiclass classification’s confi-
dence intervals?

e Q7C: Is the paper reporting the outlier DGA families, i.e. which
are the hardest and easiest to predict for the proposed detection
model?

Labeling Criteria. The analysis extends the discussion from A2 to a

general experimental setup and looks for transparency in the hard-

to-detect domain generators. If the papers work only with binary
classification, we will consider the assumption omitted. If the papers
work with multiclass classification but do not report confidence
intervals or outliers, we consider A7 assumed. Otherwise, if there
is transparency about the prediction edge cases, we consider this

‘not assumed’. In short, the assumption will be considered:

e Q7A=TRUE = .

e (Q7A = FALSE and (Q7B = FALSE and Q7C = FALSE) = as-
sumed.
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e Q7A = FALSE and (Q7B = TRUE or Q7C = TRUE) = not

assumed.

Questionnaire for A8: Detection models have negligible inference

duration.

Survey Questions:

e (8A:Is the paper benchmarking the inference time overhead of
the proposed detection model?

Labeling Criteria. All the papers introduce novel ML architectures,

and the section looks for transparency regarding the expected delay

in the model prediction logic. In short, the assumption will be

considered:

e O8A =TRUE = not assumed.

e otherwise, —

Questionnaire for A9: Models can generalize to unseen DGA

families.

Survey Questions:

e (Q9A:Ts the paper explicitly claiming the detection can generalize
to unseen DGA families without retraining?

Labeling Criteria. The section investigates the generalization claims

to unseen domain generators and the benchmarking methodology.

In short, the assumption will be considered:

e Q9A =TRUE = assumed.

e Q9A =FALSE = not assumed.

o No discussion about generalization =

B DATA AVAILABILITY

To ease reproducibility, we have released the code that we used to
(1) create the evaluation datasets, (2) create the synthetic test cases,
and (3) conduct the benchmark analyses.
https://github.com/bcebere/Guidelines-for-DGA-based-Malware-
Detection.

C METRICS USED BY DGA DETECTION
PAPERS

While comparing the benchmarks with prior work, we reviewed the

choice of metrics for presenting the results. Figure 12 summarizes

the reported metrics from other empirical studies.
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Figure 12: Distribution of evaluation metrics used in related
work

D DATA REPRESENTATION

For models like Random Forest and Logistic Regression, the ex-
pected input is tabular, with numerical or categorical feature values.

Bogdan Cebere, Jonathan Flueren, Silvia Sebastian, Daniel Plohmann, and Christian Rossow

We follow the approach in [30] and extract statistical features from
the domains. These features include string entropy information,

n-gram statistics, character statistics, and string length. This prepro-
cessing outputs 136 features and is used for training and inference
for some models.

For neural-network-based models, we rely on text embedding
tokenizers. A tokenizer prepares the input strings by splitting them
into tokens and encoding the tokens in a numerical representation
digestible by the neural networks. For the tokenization, we use a pre-
trained BERT tokenizer [29], trained using the English dictionary.

E DATASETS DESCRIPTION

i 2 e

Alexa 1M Cisco Umbrella

|
Figure 13: t-SNE plots comparing the distributions of non-
DGA datasets. Reference plot comparing the distributions of
similar but not identical datasets.

e Tranco 3

non-DGA Datasets. The related work relies on three non-DGA
datasets: (1) Alexa 1M domain dataset, the most popular non-DGA
option, which is formed of the most popular domain queries over
HTTP but which was discontinued in 2022; (2) Cisco Umbrella, a list
of the most popular domains queried over any protocol in the Um-
brella global network; and (3) Tranco [76], a research-oriented and
curated domain list. While the Alexa and Cisco Umbrella datasets
are used in 32 related papers, an extensive study from the Tranco
whitepaper showed how these lists can be contaminated with ad-
versarial malicious samples. On top of that, their content changes
frequently, and their bias towards commercial trends makes them
inadequate for conclusive security reports. To that end, we employ
the Tranco dataset as the non-DGA reference. We observe the dif-
ference in sources from the e2LD intersections from the top 5,000
domains in each list: Tranco N Alexa = 1421 e2LD, Tranco N Cisco =
837 e2LD, and Alexa N Cisco = 170 e2LD. Despite this small overlap,
we find that the domain lists are statistically similar. To illustrate
this, we compare the statistical features of the three datasets in a
t-SNE plot in Figure 13. We can observe a relatively small distance
in the t-SNE representations but not a significant overlap.

Malicious Datasets. DGArchive [75] is the most popular source
of AGD samples, with 19 papers from related work relying on it.
Another nine papers rely on the Open-Source Intelligence (OSINT)
DGA feed from Bambenek Consulting, two papers on the DGA feed
from Network Security Research Lab at 360, while the rest work
on synthetic DGA data. DGArchive is the most complete collection
of DGAs and is still maintained, so we use it in our study.
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Figure 14: The Wasserstein distance between DGA families and
the non-DGA dataset (Tranco), grouped by difficulty. Wasser-
stein Distance is a measure of the distance between two prob-
ability distributions - the effort to convert one distribution
into another. Blue bins denote families that are difficult to
detect, while red bins include statistically different DGA fam-
ilies compared to non-DGA samples.
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Figure 15: The Difficulty of the DGA per papers, using the
Wasserstein distance between the non-DGA dataset (Tranco)
and the DGA families. The count of unique DGAs in the exper-
imental sections of related work, grouped by the Wasserstein
distance.

F NON-DGA VS. DGAS: ADDITIONAL
STATISTICS

Understanding the difficulty of DGAs using the Wasserstein Distance.
Another statistical metric is the Wasserstein distance between two
distributions, which intuitively shows the minimum effort to con-

vert one distribution into another. Concretely, the general formula
1

is Wy (1) = (inf ety foawga I — yliPdr(ey)” where v
are the distributions we want to compare, II(y, v) are all the trans-
port strategies, p is the order of the Wasserstein distance, and
lx — y||? is the distance between two points of the distributions
in the Euclidean space. We evaluate the Wasserstein distance us-
ing Sinkhorn iterations [38], an iterative algorithm for solving the
optimal transport problem.

We employ this metric to understand the difficulty of the DGA
families by measuring the distance from each DGA family compared
to the Tranco non-DGA dataset. Concretely, we measure the cost
of transforming the Tranco non-DGA dataset into each one of
the available DGA families. Figure 14 summarizes these results. A
smaller cost means that the DGA is very similar to the non-DGA
dataset and might be difficult to spot, while a large value means
that the DGA stands out in contrast to the non-DGA data. We
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can observe that a small set of DGAs has a significant difficulty:

variants permutation DGAs constructed on top of Tranco and the
English dictionary, dictionary-based DGAs using multiple sources

(English dictionary, non-DGA domains), and the Deception DGA.
Figure 15 compares this information with the unique DGA families’
presence in the experimental section of the DGA research papers.
Each bucket represents unique DGA families, but a paper might be
contained in multiple buckets. Figure 15 illustrates the tendency
to use "easy" DGAs in the experimental section and rarely/never
evaluate difficult classes.
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Figure 16: Jaccard Index test between the non-DGA dataset
and the DGA families. The Jaccard similarity measures the
similarity between two sets. The sets are constructed from
2-grams and 3-grams of the domains in the datasets.
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Figure 17: The Difficulty of the DGA per papers, using the
Jaccard Index the non-DGA dataset (Tranco) and the DGA
families. The count of unique DGAs in the experimental sec-
tions of related work, grouped by the Jaccard Index.

Understanding the difficulty of DGAs using the Generalized Jaccard
Index. Lastly, we include the Generalized Jaccard Index score, which
measures the similarity and diversity of two multisets, where each

element can occur multiple times. The formula is GJI(A,B) =
> xeAnB Min(count(x,A),count(x,B))

Y xeAup max(count(x,A),count(x,B))’
datasets. We prepare each dataset for this metric by collecting n-

grams from the domains of each dataset. Concretely, the metric is 0
for unrelated and 1 for identical datasets, and it has been a popular
choice for highlighting potential DGAs in the past.

Figure 16 and Figure 17 illustrate the Generalized Jaccard Index
results, a similarity metric evaluated (here) on sets of 2-grams and
3-grams of the non-DGA dataset and the DGA families. A value
closer to zero means unrelated data sets, and a value of 1 means
identical sets of n-grams.

where A, B are the two evaluated
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